Introduction

2022

Online Safety

For parents and carers

() Childnet

% #llfes;r?;?r Conversation

Centre Starters




() Childnet

Childnet International is a non-profit organisation working with others to
help make the internet a great and safe place for children.

2 « UK Safer
' Internet
Centre

The UK Safer Internet Centre is a partnership between three organisations:
Childnet, the Internet Watch Foundation (IWF) and SWGfL. It has three
main functions: an awareness centre, a helpline for professionals and a

hotline to report and remove child sex abuse imagery and videos.



What does your child
love doing online?
What services and

devices do they use?

Google
3 YouTube

The online world can be exciting and inspiring. It has lots of opportunities to offer
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young people. It is important to manage and minimise the associated risks.



% Conduct

Online behaviour & sharing

Children need to be aware of the impact that their online activity can have
on both themselves and others, and how other people may perceive them
because of what they say and do online.

It's easy to feel anonymous online and it's important that children are

aware of who is able to view, and potentially share, the information,
photos and videos that they may have posted.

When using the internet, it's important to keep personal information
(that could identify who they are) safe and not share it with strangers.




B Content

What children see online

Some online content is not suitable for children and may be hurtful or
harmful. This is true for content accessed and viewed via social media,
online games, streams and websites.

Live comments and chats alongside other content including videos,

streams and games can be hurtful, harmful or unreliable.

It's important for children to consider the reliability of online material
and be aware that it might not be true or written with a bias. Photos
and videos can also be edited or inaccurate.




[ Contact

Online communication

It is important for children to realise that new friends made online may

, not be who they say they are and that once a friend is added to an
0 online account, you may be sharing your personal information with

them.

O If you have concerns that your child is, or has been, the subject of
inappropriate sexual contact or approach by another person (including,

but not limited to, a request to meet up or a request for images/videos),

it's vital that you report it to the police via:
T Child Exploitation and Online Protection Centre (www.ceop.police.uk).




Online bullying

Also known as 'cyberbullying' - takes place online or using technology.

Cyberbullying can happen in many different ways including
unkind messages or comments, the sharing of embarassing
photos or exclusion from group chats.

Children need to understand that their online actions can be just as
hurtful as offline actions and that seeking to deliberately hurt or
upset someone is always unacceptable.




Nudes and sexting

Sexting is taking and sharing a nude, partially nude or sexually explicit image or video.

If the person in the image is under-18 then it breaks the law. The Protection of Children Act
states that it is illegal to create, distribute or possess an indecent image of a child, including
images or videos taken by the child themselves (e.g. selfies).

The police take a common sense approach and are not seeking to criminalise young
people, but do have a duty of care if asked to investigate.

In the online world, content can get very far, very quickly and young people may lose
control of who else sees their image. Knowing an image has been seen by others can be
very difficult and traumatic for a young person to experience.

Sexting is a risk even for younger children. A child with access to a device, who can take a
photo and send it on, may not understand the possible consequences and just think
they're being funny.




n Advice on online contact and grooming

Discuss online friendship with your child - make sure they understand that a person
they've never met face-to-face is still a stranger. Discuss what kinds of information they

should avoid sharing with strangers.

Ensure they know they can come to you if they have any worries or concerns.

If you have an suspicions whatsoever about someone who is in contact
with your child online then report it to CEOP.
cg.p_

You will be shown how to report to CEOP later in this presentation.




v Advice on online bullying

Discuss online bullying with your child - teach the importance of online respect and
make sure they know they can talk to you if they have any worries or concerns.

If they are a victim of this type of behaviour:

Don't deny your child access to a device
or service, They may feel punished when
they're already the victim.

] Do save the evidence

Bl Do report to your school/ the police

Don't retaliate.

{:} Do use online tools to report and block 2
the perpetrator.




Advice on nudes and sexting

Discuss sexting with your child - ensure they know that once this kind of content gets out
there, it's very difficult to get it back and the consequences of this can be very upsetting.

Make sure they know they can talk to you if they have any concerns or worries.
Try to remain reassuring and non-judgemental.

With younger children, discuss which parts of their body should be kept private.

[F Do seek advice from your child's e, Do report to the Police or CEOP if you

school if you need further support. have any suspicions about the
involvement of an adult or think you

child has been coerced.




An open and honest
dialogue with your
child is absolutely

key.

Talk to them about
their internet use and
let them know they
can talk to you.
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Have a conversation

Advice and resources to help talk about life
online

A simple and effective way to get Involved with your children and
their lwves online is throwgh discussion, By maintaining an apan
dialague with yaur child and encouvraging them to talk to you
about thelr internet use parents can help children access the
amazing resources the internet has to offer whilst keeping them
safe online

Conversation starter ideas

childnet.com/parents-and-carers/have-a-conversation



Consider setting a
family agreement to
open discussion.

Establish boundaries
and your
expectations as a
family.

O C hi Id nEt Teachers & profassionals

Parents and Carers Toolkit

Three resources that offer practical tips
and advice on different aspects of keeping
your child safe online.

They ean help suppert perents ond carers of any age child ta:
ﬁ) Stort dizcussions about their anling life,

'
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{5) Find outwhare to get msre Belp ond supgert,

Download the full Parent and Carer Toolkit here:

37 years TV years 1114 years
Hi-1B yiare

Topics

Soclal media  Grooming
Digital wellbeing  Online Bullying

childnet.com/toolkit



Filtering software
and settings can
help block

unwanted content.

Look at filters on
individual devices
and from mobile &
internet providers

internet
matters.org

Parental Controls

Glve your ehild & safe space 1o explore thelr curiesity anlineg,

Qur step by step guides will help you to set up the right
centrels and privacy settings on the netwerks, gadgets,
apps, and sltes they use to give them a safer enline
experience,

HEE SET UP SAFE CHECHLIST

Broadbard & mokile networks

Seleat the devieg Trom the dropeown list

—
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internetmatters.org/parental-controls/




Familiarise yourself
with safety and privacy
settings on the
services your family
uses.
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Halp and Advics

How to make a report

Reporting advice for adults and young
people. Find out how to report on popular
online services.

Learn how to report,
block and mute other
users on games and
social media.

Mast services have rules abaut what kind of content s allawed an
tha site. Making o report is o woy of olerting them thal someane
ar sormathing bos brokon s roles,
In this page

What can | report?

Iy many services YoU Con regont content (such os imoges, videos ar test), other
ser s, comimants and evon asvarts, However, actlon will anly be sakan i yaur

childnet.com/how-to-report




Get involved with your

child's life online. Learn
about the apps, games
and devices they use.

Play their favourite
games with them, try
out their favourite

apps...

— FAMILY — sign-n 2
9 VIDEO GAME* -
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Starl Here | Health Advice  Dig Deeper  Curaled Lists  About
Browsa For Games

We're here to help parents and guardiar Search For Gamos f video games:
First Slops Wih Gomes

Torsirg Gaming Newsletior
' Understand Benefits and Risks: Pai Poreniing Gomen Blog  walatter and our Taming Gaming Book

Healihy Gaming Advics
& Connect With Your Child's Gaming: vwhars Mew and trending today

T Discover Amazing Games: Search Browsa and Curated Game Lists

To get starled, just ype o gome or lopic into the search ot the top of every page, scroll down here o

browse our recent content or use the delailed search lo find games that malch your family's requirements.

' Qur Team's Favourites

taminggaming.com



Consider setting up
a shared family
email address.

Your child can use
this when signing up
to new services.




Encourage your
child to always
'think before you
post'

Lead by example and
discuss the content
you share on social

media too




Give your child
strategies to deal
with content they
don't want to see

For example,
speaking to you or
turning off the device




Other useful resources...

(< commaon sense media

ALOT OR A LITTLE? %‘l PEGI Age Ratings Family Friendly Gamaes Careers

This parents” gulde ta what's in this apg.

Mme

Felucational vakss Eaae of play

What are PEGI age Ratings?

fHlenoe

Age ratings ensure that entertainment content - such as films, DVDs,
and games - is clearly labelled for the minimum age group for which it
is sultable. Age ratings provide guidance to consumars to help them
decide whether or not to buy a particular product, Since 2012, PEGI has

been the sole systemused in the UK for new console and PC games,

WHAT PARENTS NEED TO KNOW

Parents need to know that Snapchat |5 a popular messaging app that allows teens Lo Many thousands of games have been PEGI-rated since the scheme was
michange user-generated pholos, texts, videos, and calls -- both audio and video, The devised and introduced in early 2003, It is impartant to note that in the

commonsensemedia.org askaboutgames.com




@
M a I n a r e o r ' “ We use your feedback to help us learn when
something isn't right.

Mudity ~ Violence  Harassment

Look out for these symbols on the post,

comment or user profile you want to report ey \CEND G Choose a

Unauthorised sales Hate speech re a So n fo r

-ﬂ . -
& @ Terrorism O, Something else repo rtin g
@
Choose a reaton lof repodting this post @

||||| ok videa € Report
(] (L]

| just don't like it b

Hudity or pernography >

Hate speech or I-‘!I'I‘lhl?[’l_ , 5
Vielence or threat of vielence
wCiL HPORT 250 n.BL-x Sale or promotion of firearms >
Sale or promotion of drugs >
Fill out the form with as much detail as N X
possible and press send to inform the TR TR TTR
\ght or trademark nfrngement >

platform's safety team.



Follow up inadequate responses to reports on other services here:

We can help you report:

@ 0 & A

Rullying e Sell Harm ar Suizide
Threats Impersenation Harassment Content

Unwmm; Sexual Parnographic

online Aluse Wiolent Cantent Balvances Content

Find out more

IF you or the person you org helping (5 in immadiate danger please contact the police dialling a9

reportharmfulcontent.com



Report any suspected grooming to CEOP:

Are you worried about online sexual abuse
or the way someone has been
communicating with you online?

Make a report to one of CEOP's Child Protection Acdvisors

Should | make a report What happens when | How can CEOP help
to CEOP? =+ make o report? = me? =+

IWyau're worled abaut online abuse ar o of sur eperienced Child Protection Online abuse affects many children and

the way sameans hos been Adulzors will be thers to make sure you yaung peaple every day, CEOP has

communicating anling, let CEQR know. eet the helo that you need, helped thousands of people in need of
support,

ceop.police.uk



Report child sexual abuse content to the Internet Watch Foundation

Fundraising Resources Contact Members Area Leogin

Report criminal content HERE )

News & Media O

[€] Select Language ¥

What we do  Our services  Become a Member
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You can anonymously and confidentially report:
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Child sexual abuse content
Non-photographic child sexual abuse images

Report criminal content HERE )
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iwf.org.uk



Start on a positive note...

4 What do you like
most about the
internet and why?
Whats your favourite

game/app/site?
Y

/ Do you like to be creative onling? \
What have you created?

(It could be anything from a picture or
video to creating their own games, sites

\ or apps.)

The internet offers
brilliont opportunities for
making connections with
others. Who do you like
to keep in touch with
online and what apps/-
services do you use?



Keep the conversation

\
Do you have any

tips for how to be
positive and show
respect online?
.

How might you know if you are

using the internet/technology
too much?

Do you know where to go for
help, where to find safety
advice and how to use safety
tools on your favourite apps
and games?

going...

What could you do if someone
online is making you or
someone you know feel
worried or upset?

/ How does the
internet make you
feel? Do different

apps/games makes

you feel differently?

-

Help me!
Can your child show you how to
do something better/safer online?




